Remote Monitoring & Infection Solutions 

FINFLY USB 



The FinFly USB provides an easy-to-use and reliable way of 
installing Remote Monitoring Solutions on computer 
systems when physical access is available. 

Once the FinFly USB is inserted into a computer, it 
automatically installs the configured software with 
little or no user-interaction and does not require 
IT-trained Agents when being used in operations. The 
FinFly USB can be used against multiple systems before 
being returned to Fleadquarters. 



Usage Example 1: Technical Surveillance Unit 

The FinFly USB was successfully used by Technical 
Surveillance Units in several countries to deploy 
a Remote Monitoring Solution onto Target Systems that 
were switched off, by simply booting the system from 
the FinFly USB device. 




Capabilities: • Deploys Remote Monitoring 

Solution on Target 




Usage Example 2: Intelligence Agency 

A Source in a domestic terror group was given a FinFly 
USB that secretly installed a Remote Monitoring 
Solution on several computers of the group when they 
were using the device to exchange documents between 
each other. The Target Systems could then be remotely 
monitored from Headquarters, and the FinFly USB was 
later returned by the Source. 



Feature Overview 

Covertly installs Remote Monitoring Solution on insertion in Target System 
Little or no user-interaction is required 

• Functionality can be concealed by placing regular files like music, video and office 
documents on the device 

Infection of switched off Target System when booting from USB 
Flardware is a common and non-suspicious USB device 



For a full feature list please refer to the Product Specifications. 
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Product Components 




FinFly USBs 

■ SanDisk USB Dongle (16GB) 

• Deploys a Remote Monitoring Solution on Insertion into 
Target Systems 

• Deploys Remote Monitoring Solution during Boot Process 



Full FinSpy Integration 

• Automatic generation and activation through FinSpy 
Agent 
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